Abstract-On-line signature verification systems are mainly based on two approaches: feature-or time functions-based systems (a.k.a. global and local systems). However, new sources of information can be also considered in order to complement these traditional approaches, reduce the intra-class variability and achieve more robust signature verification systems against forgers. In this paper we focus on the use of the concept of complexity in on-line signature verification systems. The main contributions of the present work are: 1) classification of users according to the complexity level of their signatures using features extracted from the Sigma LogNormal writing generation model, and 2) a new architecture for signature verification exploiting signature complexity that results in highly improved performance. Our proposed approach is tested considering the BiosecurID on-line signature database with a total of 400 users. Results of 5.8% FRR for a FAR = 5.0% have been achieved against skilled forgeries outperforming recent related works. In addition, an analysis of the optimal time functions for each complexity level is performed providing practical insights for the application of signature verification in real scenarios.
I. INTRODUCTION
On-line signature verification is experiencing high development due to the technological evolution of digitizing devices, including smartphones, and also as it finds application in many different sectors such as security, e-government, healthcare, education or banking [1], [2] . Two main approaches have been considered in on-line signature verification: 1) featurebased systems (a.k.a. global systems), and 2) time functionsbased systems (a.k.a. local systems). While global systems are based on a set of features extracted from a signature, local systems consider whole time sequences providing more discriminant information and generally resulting in better system performance results [3] .
New sources of information have been analysed in recent years in order to complement the traditional global and local systems and therefore, reduce the intra-class variability and achieve more robust signature verification systems against forgers. In this sense, it is important to consider the high potential of systems based on information extracted from writing generation models. These models allow the analysis of features related to motor control processes and the neuromuscular response, providing complementary features to the traditional X and Y pen coordinates and pressure. One of the most well known writing generation models is the Sigma LogNormal model [4] . This model has recently been used in [5] and [6] with success. In [5] the authors proposed a skilled forgery detector using some features extracted from the Sigma LogNormal model whereas in [6], a new set of features was proposed achieving very good performance with few features and a system based on the Dynamic Time Warping algorithm (DTW). This model has been used not only for signature verification purposes but to monitor a range of neuromuscular diseases [7] .
Another important source of information relates to the concept of complexity. Signature verification systems have been shown to be highly sensitive to signature complexity [8] . In [9] , Alonso et al. evaluated the effect of the complexity and legibility of the signatures for off-line signature verification (i.e. signatures with no available dynamic information) pointing out the differences in performance for several matchers. Signature complexity has also been associated to the concept of entropy, defining entropy as the inherent information content of biometric samples [10] , [11], [12] . In [13] a "personal entropy" measure based on Hidden Markov Models (HMM) was proposed in order to analyse the complexity and variability of on-line signatures regarding three different levels of entropy. In addition, the same authors have recently proposed in [14] a new metric known as "relative entropy" for classifying users into animal groups (see the biometric menagerie [15] ) where skilled forgeries are also considered. Despite all the studies performed in the on-line signature trait, none of them have exploited, as far as we are aware, the concept of complexity in order to develop more robust and accurate on-line signature verification systems.
The main contributions of the current work are twofold, namely: 1) classification of users according to the complexity level of their signatures using features extracted from the Sigma LogNormal writing generation model, and 2) a new architecture for signature verification exploiting signature complexity that results in highly improved performance.
The remainder of the paper is organized as follows. In Sec. II, our proposed methods for improving on-line signature verification systems are described. Sec. III describes the BiosecurID on-line signature database considered in the experimental work. Sec. IV describes the experimental protocol and the results achieved. Finally, Sec. V draws the final conclusions and points out some lines for future work.
II. PROPOSED METHODS
The main goal of this work is to enhance traditional on-line signature verification systems including information related to the concept of signature complexity and the Sigma LogNormal writing generation model. The following two stages are proposed in this work.
A. Signature Complexity Detector
This section describes the signature complexity detector proposed in this work. This detector is based on features extracted from the Sigma LogNormal model, which was first introduced to on-line signature in [4] and emulates the physiological model of human movement production for the generation of signatures. The idea of this approach is based on modelling one signature as a sum of single strokes in which each stroke has a lognormal velocity profile. Therefore, one signature can be modelled as follows:
where N represents the number of strokes involved in the generation of a given signature and v i (t) is the lognomal velocity profile of the i-th stroke. Fig. 1 shows an example of the lognormal velocity profiles extracted for each stroke of one signature. We propose to use the number of lognormals (N ) that models each signature as a measure of the complexity level of the signature. Once this parameter is extracted for all available genuine signatures of the enrolment phase, the user is classified into a complexity level using the majority voting algorithm. Only genuine signatures are considered in our proposed approach for measuring the user signature complexity level. The advantage of this approach is that the signature complexity detector can be performed off-line thereby avoiding time consuming delays and making it feasible to apply in real time scenarios.
B. Complexity-based Signature Verification System
A separate on-line signature verification module based on time functions (a.k.a. local system) has been considered for each complexity level. For each signature acquired using a digitizing tablet (see Sec. III), signals related to X and Y pen coordinates and pressure are used to extract a set of 23 time functions, similar to [16] (see Table I ). The more discriminative and robust time functions of each complexity level are selected using the Sequential Forward Feature Selection algorithm (SFFS) enhancing the signature verification system in terms of EER. The reason for the use of this time-function selection algorithm has been motivated due to the good results obtained in [17] . In that work the authors reduced the degradation of the system performance on device interoperability scenarios selecting the more robust features by the SFFS algorithm.
The local system considered in this work for computing the similarity between the time functions from the input and training signatures is based on the DTW algorithm. Scores are obtained as:
where D and K represent respectively the minimal accumulated distance and the number of points aligned between two signatures using the DTW algorithm.
III. ON-LINE SIGNATURE DATABASE
The BiosecurID database [18] was utilized in the experimental work of this paper. This database is comprised of 16 original signatures and 12 skilled forgeries per user, captured in 4 separate acquisition sessions leaving a two-month interval between them. There are a total of 400 users and signatures were acquired considering a controlled and supervised officelike scenario. Users were asked to sign on a piece of paper, inside a grid that marked the valid signing space, using an inking pen. The paper was placed on a Wacom Intuos 3 pen tablet that captured the following time signals of each signature: X and Y pen coordinates (0.25 mm resolution), pressure (1024 levels) and timestamp (100 Hz). In addition, pen-ups trajectories are available. All the dynamic information is stored in separate text files following the format used in the first Signature Verification Competition, SVC [19] . The signature acquisition process was supervised by a human operator whose task was to ensure that the collection protocol was strictly followed and that the captured samples were of sufficient quality (e.g. no part of the signature outside the designated space), otherwise, the donor was asked to repeat a given signature.
